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……..otherwise known as..otherwise known as

 Quantum cryptographyQuantum cryptography
 Quantum encryptionQuantum encryption



What is Light?What is Light?

 Light is a Light is a ““transverse wavetransverse wave”” of the electro- of the electro-
magnetic  fieldmagnetic  field

 Light is also a stream of photonsLight is also a stream of photons
 For green lightFor green light

–– wavelength, wavelength, λλ  ≈≈ 0.0005mm 0.0005mm
–– frequency, f frequency, f ≈≈ 6 x 10 6 x 101414HzHz
–– A one watt laser beam is 3x10A one watt laser beam is 3x1018  18  photons perphotons per

secondsecond



y-linear y-linear polarisationpolarisation

 EEyy=E=E00coscos((ωωt-kzt-kz),           (),           (ωω  = 2= 2ππf, k = 2f, k = 2ππ//λλ))
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x-linear x-linear polarisationpolarisation

 EExx=E=E00cos(cos(ωωt-kzt-kz),               (),               (ωω  = 2= 2ππf, k = 2f, k = 2ππ//λλ))
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Measuring polarisationMeasuring polarisation

α = 2 (nhigh-nlow) tanθ

Optic axis

Polarisation state

 Birefringent Birefringent materialmaterial
–– Different refractiveDifferent refractive

indices forindices for
horizontally andhorizontally and
vertically polarisedvertically polarised
lightlight

 Wollaston Wollaston splitssplits
orthogonalorthogonal
polarisations intopolarisations into
separate pathsseparate paths
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Measuring polarisation (demo)Measuring polarisation (demo)

100%100% 0%0% 0%0% 100%100% 50%50%

 A polarising beam splitter separatesA polarising beam splitter separates
horizontally from vertically polarised lighthorizontally from vertically polarised light

 Light polarised at 45° is split  50/50Light polarised at 45° is split  50/50

50%50%



Polarisation of single photonsPolarisation of single photons

 Single photons are also polarisedSingle photons are also polarised
–– one photon per second one photon per second ≈≈ 1x10 1x10-18-18 watts! watts!

 Beam splitter still separates photonsBeam splitter still separates photons
 If polarised at 45° then 50/50 chance whichIf polarised at 45° then 50/50 chance which

way the photon goesway the photon goes

100%100% 0%0% 0%0% 100%100% 50%50%50%50%



Sending data using photonsSending data using photons

 Two polarisation states allows 0Two polarisation states allows 0’’s and 1s and 1’’s tos to
be transmittedbe transmitted

 But must decide on which direction to callBut must decide on which direction to call
horizontalhorizontal
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The polarisation of single photons isThe polarisation of single photons is
defined by measurementdefined by measurement

 Measuring theMeasuring the
photon sets itsphoton sets its
polarisation statepolarisation state
–– If 1 thenIf 1 then
–– If 0 thenIf 0 then

 Once measured allOnce measured all
info about the info about the ““realreal””
initial state is lostinitial state is lost incoming photon
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Reaching AgreementReaching Agreement

 Sender and receiver must agree which waySender and receiver must agree which way
is up!is up!
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Mix and match at both endsMix and match at both ends

 Sender and receiver randomly decide to useSender and receiver randomly decide to use
horizontal & vertical or the diagonals (U, L)horizontal & vertical or the diagonals (U, L)

 50% of the time the 150% of the time the 1’’s and 0s and 0’’s get mixed ups get mixed up

This worksThis works This worksThis worksThis doesnThis doesn’’tt This doesnThis doesn’’tt
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At the single photon levelAt the single photon level

 Sender and receiver randomly change between H, VSender and receiver randomly change between H, V
and U, Land U, L
–– with single photons they can only do one or the otherwith single photons they can only do one or the other
–– 50% of the time they get it wrong - data get scrambled50% of the time they get it wrong - data get scrambled

 After transmission sender and receiver agree whichAfter transmission sender and receiver agree which
data should have been good and which notdata should have been good and which not
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Trying to listen inTrying to listen in

 Anyone trying to listen in alsoAnyone trying to listen in also
has to guess H, V or U,Lhas to guess H, V or U,L

 Measuring, destroys theMeasuring, destroys the
photonphoton

 They re-transmitThey re-transmit
 But may get it wrong andBut may get it wrong and

scramble the data!scramble the data!



Knowing youKnowing you’’ve been buggedve been bugged

 Send a long message with random H, V or U, L thenSend a long message with random H, V or U, L then
chat openlychat openly

 When sender and receiver both use H, V or U, L butWhen sender and receiver both use H, V or U, L but
still donstill don’’t agreet agree

TheyThey’’ve been buggedve been bugged
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How does this help?How does this help?

 Send a long messageSend a long message
 Chat openly about it afterwardsChat openly about it afterwards

–– compare a selection of data to check for buggingcompare a selection of data to check for bugging

 If not bugged then sender tells receiverIf not bugged then sender tells receiver
which bits of the message contained the realwhich bits of the message contained the real
datadata

TheyThey’’ve exchanged ave exchanged a
secret!secret!



For exampleFor example
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Use 1 and 10 to check security and 3 and 9 for message 10,  01Use 1 and 10 to check security and 3 and 9 for message 10,  01
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